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JS 5 dc=example,dc=com _all 4rans i example.com Bdaill aul (IS 1) e
ou=People,dc=example,dc=com Jic au¥) 138 Cund i Jdall & L)
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dc=example,dc=com

ou=People ou=Groups

uid=ann uid=bob uid=sam uid=sue cn=Admins cn=Sales

uid=bob,ou=People,dc=example,dc=com s bob s33iuall dn JUall 1a 8
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sudo hostname ldap.example.com

szm‘ ‘)AY‘ e.liiw..i : ’,S'{gs (’“‘Lj lec LDAP (‘3-3& - ~N:...S .

sudo apt update
sudo apt install slapd ldap-utils
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Gl élliag ) cn=admin,dc=example,dc=com a3t el A
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sudo dpkg-reconfigure slapd
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example Jis (organization name) 4chaiadll aul e
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nano base.ldif
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(Groups) Cle sanall (5 Al drapdati 3aa 55 Leiad (People) O seddivll

dn: ou=People,dc=example, dc=com
objectClass: organizationalUnit
ou: People

dn: ou=Groups,dc=example,dc=com
objectClass: organizationalUnit
ou: Groups
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ldapadd -x -D cn=admin,dc=example,dc=com -W -f base.ldif
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nano user.ldif
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dn: uild=userl, ou=People,dc=example, dc=com
objectClass: inetOrgPerson

uid: userl

cn: User 1

sn: 1

userPassword: secret
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ldapadd -x -D cn=admin,dc=example,dc=com -W -f user.ldif
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nano group.ldif

Calall ) Al Ul diLa) o o

dn: cn=groupl, ou=Groups, dc=example, dc=com
objectClass: groupOfNames
member: ulid=userl, ou=People,dc=example, dc=com

'LDAP & ) clll) 28Lay JUN je) aadtius ccalall (33e) 5 & juadl) dads dny o

ldapadd -x -D cn=admin,dc=example,dc=com -W -f group.ldif
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ldapsearch -x -LLL -H ldap://localhost -b dc=example,dc=com

sudo apt install phpldapadmin

LDAP a3& (lsie o) aul JBAI) 31 3k (e phpLDAPadmin (bl J g dl (Say
Gl JEal 8 LS il e

http://ldap.example.com/phpldapadmin

:phpLDAPadmin (ki ol 2y Ubuntu 22.04 4 Uaall dalles 485 o

sudo apt-get purge phpldapadmin
wget http://archive.ubuntu.com/ubuntu/pool/universe/p/phpldapadmin/phpldapadmin 1.2.6.7-1 all.deb
sudo dpkg -1 phpldapadmin 1.2.6.7-1 all.deb
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sudo apt update

(A eVl aladinly LuSal s e Proxy aald Cudiy o 685 ol e

sudo apt install squid
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sudo nano /etc/squid/squid.conf
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http access allow localnet
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sudo systemctl restart squid.service
sudo systemctl status squid.service
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sudo tail -f /var/log/squid/access.log
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acl blocklist dstdomain .facebook.com .youtube.com
http access deny blocklist
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sudo systemctl relaod squid.service
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sudo nano /etc/squid/squid.conf

bl MV LDAP ok o= (authentication) 48beadll Gilalac) ddlial A e

auth param basic program /usr/lib/squid/basic ldap auth -v 3 \
-b "dc=example,dc=com" \

-D "cn=admin, dc=example,dc=com" -w secret \

—-f "uid=%s" localhost

auth param basic children 5 startup=5 idle=l

auth param basic realm Proxy Authentication Required

auth param basic credentialsttl 30 minute

acl ldap-auth proxy auth REQUIRED

http access allow ldap-auth




Proxy ala

Calall ALl Jgea sl ilalae ) slal) e STl 5 o

#http access allow localnet
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sudo systemctl reload squid.service
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sudo nano /etc/squid/squid.conf
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external acl type ldap group %LOGIN /usr/lib/squid/ext ldap group acl -v 3 \
-b "ou=Groups,dc=example,dc=com" \

-D "cn=admin,dc=example,dc=com" -w secret \

-f " (& (cn=%g) (member=uid=%u, ou=People,dc=example,dc=com) )" localhost

acl ldap-groupl external ldap group groupl

http access allow ldap-groupl
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#http access allow ldap-auth
#http access allow localnet
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sudo systemctl reload squid.service
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