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Standard JlaaY) JLid) ae [SO <2k (« Windows Server 2022 aUad il
sl bl Test@123 sl 4S5 (Desktop Experience)
Administrator

Cwisl VMware Workstation gebin pladiuly JAl ooal 381 Slea oLl o 685 o5 o
Gl (A Jsaall Jimasld plaill CpS vie SSH zUide 4dlial ae Ubuntu 22.04 ol
D54 AL 0 ubuntu padiel



AD ada

Windows adai e 192.168.1.11/24 &b |P o) sic ddbal o (Y15 ghadll e
Gaza, Hebron ) 4xie 1) dahaiall Jaawt s de (A Slead) anl Jaa23 5 Server

Sl Domain Controller sy aLall a2lAll 448 55 ¢AD DS Cledd Gy o 683 &5 o
example.com

adlal) 48 55 il dlae JLaiS) day o
S AV 3l aalA sl e DAl DNS 2B Je MX & 55 (0 Ja 28Laly o gai o
mail.example.com

<V mail.example.com (s SV a5l a0l and Josail A ¢ 53 (o o A8laly o 580 0
192.168.1.12 () sl

Test@123 s sl 4alS 2= vmail edsl.mﬂ AD lua oLl o 685 o
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sudo nano /etc/netplan/50-cloud-init.yaml

Calddl 1) ANl clalac ) 8Ll g o

network:
ethernets:
ensl92:

addresses:
- 192.168.1.12/24

routes:
- to: default

via: 192.168.1.1

nameservers:

addresses: [192.168.1.11]

AN ) alasiuly saaadl cilalae W) Jand 5 o

sudo netplan apply
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15 giall Cilma ) Cuaaty gl a i il s e SMTP adli il o

sudo apt update
sudo apt install postfix -y

Ciill & 53 e Jisad) die Galad) At Al (e 2o & e ol Postfix Cud £ e
example.com JBab s 581 @laill aul ge Jl gl 2ie 5 Internet Site Jbas
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(AU bl ad e Maildir ) Al Y & pll (3 gdia drpa juat Juady o

sudo nano /etc/postfix/main.cf

AU JUall A LS Cald) A )yl (5 shia dapa dilial o5 o

myhostname = mail.example.com

alias maps = hash:/etc/aliases

alias database = hash:/etc/aliases
myorigin = /etc/mailname

fmydestination = example.com, localhost
relayhost =

mynetworks = 127.0.0.0/8 [::1]/128
mailbox size limit = 0

recipilent delimiter = +

inet interfaces = all

home mailbox = Maildir/
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(SMTP-AUTH) Jieadl 4358 (e 38ail) any SMITP p3& (g Jil )l ) 2ic o
:Dovecot SASL 4w ja il a 933 4y gell (o (3801 4l) A8LaY 5 o el lanil

sudo apt install dovecot-core -y

Al Calall 5y a3 e SMTP asla A0V o28 ddlizal o5

sudo nano /etc/dovecot/conf.d/l10-master.conf

Calall 8 AN clalae ) Jaaasi g o

# Postfix smtp-auth
unix listener /var/spool/postfix/private/auth {
mode = 0660
user = postfix
group = postfix
}
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1Sl calall a3 e Postfix e sl (e 383l Al Jands A5 o

sudo nano /etc/postfix/main.cf

Calall dlgs ) AN culalac ) Adlal g 0

smtpd sasl type = dovecot

smtpd sasl path = private/auth

smtpd sasl auth enable = yes

smtpd recipient restrictions = permit sasl authenticated,
permit mynetworks, reject unauth destination

- Y alaxiuly Dovecot dwas Juaiisalel g o

sudo systemctl restart dovecot.service
sudo systemctl status dovecot.service
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'LDAP < 5ol Sty W sl 2 583 CAD adld (e (peddiaall il (e 2BlaiudU e

sudo apt install ldap-utils -y

LDAP aladins cililall e adaiuY) jandy o

ldapsearch -H ldap://dc.example.com -x -D vmail@example.com -W -b
"DC=example, DC=com"

s S 3 all Gald S aUas e agaa aadliie ALl a5 a6 e

sudo useradd -u 5000 -s /usr/sbin/nologin -d /var/mail vmail

L9 SV  ll 3RS aadtiall dglad) Alas GliaBla Jiantg o

sudo chown -R vmail:vmail /var/mail
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'LDAP (b (e 2Dt 3aa g Gy o 683 (SMTP p3lA dlac) g Cui g o

sudo apt install postfix-ldap -y

- ) bl jay e

sudo nano /etc/postfix/main.cf

ralall Ales & L DAP ok e a2aiuY) Gilalac) ddlial g o

virtual mailbox base
virtual uid maps
virtual gid maps
virtual mailbox domains
virtual maillbox maps

static:5000
static:5000

/var/mail

example.com
ldap:/etc/postfix/ldap-mailboxes.cf
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'LDAP (b (e (S ySIY aypll clblua e aDlaiul] cale oLl o5 o

sudo nano /et

c/postfix/ldap-mailboxes.cf

;L“,,J\:d\ ULl 2 WS LDAP 3A xa Juaiy) calalac) 4dlal g o

server host =
server port =

version = 3
bind = yes
bind dn = vma

bind pw = Tes
search base =
query filter

result attrib
result format

dc.example.com
389

1ldexample.com

t@123

CN=Users, DC=example, DC=com

= (& (objectClass=user) (userPrincipalName=%s))
ute = userPrincipalName

= %d/%u/
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s Y aladiuly Postfix 4ead Jadisalel g o

sudo systemctl restart postfix.service
sudo systemctl status postfix.service

) aladiinly 4 sl (e (33l AT LEA) s SMTP adi ae Jla) oLl Ky o

telnet mail.example.com 25

: Y e\M‘USAJceJM\wSJGXLM}@J\uAdQAJ\M‘J\_u;\ dic g @

telnet localhost 25

3Tﬁ53caﬂiJ\cf:Lk~aTY\¢Lﬁd\&xg°

ehlo mail.example.com
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oY) aadii S ol e IMAP/POP3 aala il o

sudo apt install dovecot-imapd dovecot-pop3d -y

'LDAP (b (e ABaliadll sas 5 Cudlihy o 683 ([ MAP p3& il dny o

sudo apt install dovecot-ldap -y

-l bl yag e

sudo nano /etc/dovecot/conf.d/10-auth.conf

1add [ DAP (52 b (e dBaliadll Juadig e

disable plaintext auth = no
auth mechanisms = plain login
#!include auth-system.conf.ext
!'include auth-ldap.conf.ext
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LDAP Gk o dlead) Cala  ja5 o o

sudo nano /etc/dovecot/dovecot-ldap.conf.ext

;L“,,J\:d\ ULl 2 WS LDAP 3A xa Juaiy) calalac) 4dlal g o

hosts dc.example.com

dn vmalil@example.com

dnpass Test@123

auth bind yes

ldap version = 3

base CN=Users, DC=example, DC=com

user filter (& (objectClass=user) (userPrincipalName=%u) )
pass attrs userPassword=password

pass filter (& (objectClass=user) (userPrincipalName=%u) )
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) Gl a5 5 o

sudo nano /etc/dovecot/conf.d/10-mail.conf

oSl e 5 ySIV oy pall Gl 5 39 SIVH 3y al) (0 535 @l ge Jpamig

mail location = maildir:/var/mail/%d/%n
mail uid = 5000
mail gid = 5000

Buaall Gilalac Yl Leadl [IMAP PUEN Jun i sale) g o

sudo systemctl restart dovecot

7k IMAP a& Jaanis (ye XUl o

sudo systemctl status dovecot




IMAP/POP3 ada

LY Alaaiily Jsaall Jiaid HLEA) 5 IMAP a0& xe Jlatl o L) (Say

telnet mail.example.com 143

L)Awadlilu\CﬁLg %mﬂiJ\LyQSu;c.LL;SA“(J5>uﬁ‘)4EL\J$;j .

telnet localhost 143

BV INRERE J Al daaus Wil g POP3 PR |Ey Jlail L) Sy o

telnet mail.example.com 110

telnet localhost 110
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uﬁjdpSYY\J{)ﬂ\ \qp.x;\gAMAJAx:uqupsry\A{)ﬂ\edhsc5k:Llyxﬂ\Lhnuaaau °
Jie 22l e Webmail Gubi cuis 5l Thunderbird die cpeddiuall 3 3eal e

‘iaiall (e J g3l diaudl Roundcube

sudo apt-get install apacheZ mariadb-server roundcube
kil Salall Ll 3aclEl ) e AlS oLARY AELE jedai Cogue Cariil) oS o

IP &) sie s) Slead) aul aladiuly méatall (e Roundcube (gt (A Jga dl (Say e
Sl JEA) 8 WS roundcube 44l Lo g

http://mail.example.com/roundcube
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:‘éj\ﬂ\ alall At sy el ea& = Roundcube uki JI J sasll Aa5Y o

sudo nano /etc/apache2/conf-enabled/roundcube.conf

raaial e [P lsie ¢ jlead) anly Ao giiall ALlS]) A8lizal g o

Alias /roundcube /var/lib/roundcube/public html

Buaal) Glalac W) Jardll cuy 6l ad A Jua i Bale] A o

sudo systemctl restart apacheZ2.service
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:gﬂﬂ\ —alall a3 y»e Roundcube d.u.ia.\ Glalae) jued Say e

sudo nano /etc/roundcube/config.inc.php

Sla yY ddiall 3o piKIV) ) AalA ) A8La Calal) | 8 2000 calalae YT Jadati g o
2 A28 (9 3 N adlas o = 4 A% g
5 SN 35 Qi

sconfig['default host'] = 'mail.example.com';
$config['smtp server'] = 'mail.example.com';
sconfig['smtp port'] = 25;
=AUl Calalac ! e\dil.u\ S cedﬁj\ gy L,’Jr_ Roundcube <auts dic g o
sconfig['default host'] = 'localhost';
sconfig['smtp server'] = 'localhost';
sconfig['smtp port'] = 25;
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