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sudo nano /etc/netplan/50-cloud-init.yaml

-Calall 8 A0 Clalac ) Adlal g o

network:
version: 2
renderer: networkd

ethernets:
ens3:
dhcp4d: true
ens4:
addresses:

- 192.168.1.10/24

AN ) alasiuly saaadl cilalae W) Jand 5 o

sudo netplan apply
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WPA/WPA2 Jis 48130 GlLill

sudo apt update
sudo apt-get install freeradius

'RADIUS & dlacy 3Ll Glalay S oty Je J gl Jaaudy 2 683 25 o

sudo -1
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nano /etc/freeradius/3.0/clients.conf

2 WS 2AAl) ae JlaiV) o) (e deddtiadl g el 4alS 5 NAS Dlea () sie ddlal &5 o
LA JE

client access-point-1 {
ipaddr
secret

192.168.1.254
12345
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AUl el ad e 480l I Jsdall el Cpreadiivee ddlal (Say 0
nano /etc/freeradius/3.0/users
) 8 LS adlall e JLa¥) Ja (g s pall Bl 5 ardiosall andd Aila) 3 o

bob Cleartext-Password := "hello"

Buaall cGalalac Yl el RADIUS PRIEN Jar i sale | Al
systemctl restart freeradius.service

AL e Gllaal) duledl (debug mode) GJM.\M BEPRY ea&l\ Jun i Sy g e

systemctl stop freeradius.service
freeradius -X
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radtest bob hello localhost 0 testingl?23

SO PUPRIEN ) (peddiuall e POIELNYY b il FreeRADIUS adA dlac) Sy e
IP Osie e Jsaslly Juail o) jal 8 LDAP a2 5 (SQL) <l

Dial-in User RADIUS Client (NAS) RADIUS Server SQL or LDAP Server
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UJ\_J\ JUL B LAS LDAP s ua Haall Ly

sudo hostname ldap.example.com

szm‘ ‘)AY‘ e.liiw..i : ’,S'{gs (’“‘Lj lec LDAP (‘3-3& - ~N:...S .

sudo apt update
sudo apt install slapd ldap-utils

Jial ge Jisadl s de=example,dc=com sl L) 2w | DAP & i oL o

Gl élliag ) cn=admin,dc=example,dc=com a3t el A
Ul Julal) 4w LDAP Jala 3 oy 4l
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Y aladinly il e LV axy 530 5 e LDAP 20 Lgiisale ) (Say @

sudo dpkg-reconfigure slapd

-Aallal) 4 W) clalae ) Jlaay AALE jelai Cagug o

example.com Jie Jdall & 3 L&Y (domain name) @Uaill aul o

example Jis (organization name) 4chaiadll aul e
admin ew A J}JAM AL o
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‘o paill ) ma alaA8l | DIF 4apay cala cLAh 6830 ULl (azay (ol 430240 o

nano base.ldif

z 3 LDAP Jidb & (OU) deadasi sas 5 L3y alall 1) 400 culily) délcal g o

-
Lo o

(Groups) Cle sanall (5 Al drapdati 3aa 55 Leiad (People) O seddivll

dn: ou=People,dc=example, dc=com
objectClass: organizationalUnit
ou: People

dn: ou=Groups,dc=example,dc=com
objectClass: organizationalUnit
ou: Groups




LDAP a3l

'LDAP & ) clll) ddLay AN je) aadtiis ccalall (33e) g &) juail) ads day o
ldapadd -x -D cn=admin,dc=example,dc=com -W -f base.ldif
LDAP Jila uﬁ cllal) Lu=l 3dmin eqs;;.mﬂ g all S JR ?J .

szm‘ u“ ‘ ;L’L}\_) ejﬁj 6LDAP d...\j.l ‘; ew. X! &._1\-&-0; Gwy d

nano user.ldif

Calall ) AUl ) dila) o o

dn: uild=userl, ou=People,dc=example, dc=com
objectClass: inetOrgPerson

uid: userl

cn: User 1

sn: 1

userPassword: secret
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'LDAP 22 ) cllul) ddLay JUl jel) aadtiid ccalall (@33le) 5 &l jpuail) Jads e

ldapadd -x -D cn=admin,dc=example,dc=com -W -f user.ldif

LA calal) fLAL o 683 o DAP Jia (& (eddiis de gana oLESY o

nano group.ldif

Calall ) Al Ul diLa) o o

dn: cn=groupl, ou=Groups, dc=example, dc=com
objectClass: groupOfNames
member: ulid=userl, ou=People,dc=example, dc=com

'LDAP & ) clll) 28Lay JUN je) aadtius ccalall (33e) 5 & juadl) dads dny o

ldapadd -x -D cn=admin,dc=example,dc=com -W -f group.ldif
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LSl e aadin cchladlain) Mdi g [DAP a0A ae Juai) (e KUl o

ldapsearch -x -LLL -H ldap://localhost -b dc=example,dc=com

sudo apt install phpldapadmin

LDAP a3& (lsie o) aul JBAI) 31 3k (e phpLDAPadmin (bl J g dl (Say
Gl JEal 8 LS il e

http://ldap.example.com/phpldapadmin

:phpLDAPadmin (ki ol 2y Ubuntu 22.04 4 Uaall dalles 485 o

sudo apt-get purge phpldapadmin
wget http://archive.ubuntu.com/ubuntu/pool/universe/p/phpldapadmin/phpldapadmin 1.2.6.7-1 all.deb
sudo dpkg -1 phpldapadmin 1.2.6.7-1 all.deb
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sudo apt-get install freeradius-1ldap

- ) Gl a5 5 o

sudo -1
nano /etc/freeradius/3.0/sites-available/default

bl A& LDAP 3ok (e 48iliadll ddlal 5 o

Auth-Type LDAP {
ldap

}
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nano /etc/freeradius/3.0/mods-available/ldap

;L;J\:d\ JUL) 2 WS LDAP 23 2« Juaiy) Gilalac ) (hast g e

server = 'localhost'

identity = 'cn=admin,dc=example,dc=com’
password = secret

base dn = 'dc=example,dc=com’

- aY) aladiuly LDAP Gasb (e ddaliad) 3aa g Juadl o5 o

ln -s /etc/freeradius/3.0/mods-available/ldap
/etc/freeradius/3.0/mods-enabled/ldap
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nano /etc/freeradius/3.0/mods-available/eap

'PEAP () dpcal Y] daliaall 48 jla Joaedg o

default eap type = peap

saaal) Glalae Y1 Juedll RADIUS adla Jiniii sile) o o

systemctl restart freeradius.service

oY) pladiuly adal) Juands ey die LA RADIUS pald Jiass (Say o

systemctl enable freeradius.service
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D G JEal) (A LS LDAP p3l& e 430 323 RADIUS o3& LSS (Say

radtest userl secret localhost 0 testingl23

RADIUS JsS 55 5 e 4SLuO il cpaalil 8L J g 1) ddas dlac ) Sy o

Basic Settings Enabled w
SSI0 | Default |

Broadcast SSID Enabled w
Encryption WPAZ w

Limit Client AP{1-32] 2

wI

Download: Efﬂhps{ﬂiumimit}

Upload: Erﬂhpsm:Unlilﬂitj:

Authentication Mode i@Enterprise (RADIUS) iPersonal {Pre-Shared Key)
WPAZ Cipher Suite [JTKIP [AES

RADIUS Server IP Address | 192.168.1.10 |

RADIUS Server Port | 1812 |

RADIUS Server Passwaord | 12345 |

-l Jil s L
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